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1
Decision/action requested

This contribution proposes a solution for CAG ID privacy
2
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Rationale

SA3 are currently studying ways to protect the privacy of the CAG ID (see key issue #6.2 of TR 33.819 [1]). The current stage proposal is for the UE to send the CAG ID in the clear in AS signalling and the CAG ID is passed up to the AMF to check (once the UE subscription data is available) whether the UE is allowed to access with the supplied CAG ID (see clasue 5.30.3.4 of TS 23.501 [2]). In particular it should be noted that the CAG ID is not used for selecting an AMF. 

It is possible to replicate the above functionality by having the UE send its CAG ID not in the the AS signalling but rather in the NAS signalling as a non-cleartext IE, i.e only sent ciphered, and also having the NG-RAN node provide its list of supported CAG IDs to the AMF. This allows AMF to check if the CAG-ID is both part of the UE subscription and supported by the NG-RAN node. 
This proposed change of functionality would need to be confirmed by SA2, RAN2, RAN3 and CT1. It is proposed that an LS is sent to these groups to ask them if they have any issue with these changes.  
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.Y
Solution #Y: CAG ID privacy by sending CAG ID in NAS signalling
6.Y.1
Introduction

This solution addresses key issue #6.2: CAG ID Privacy.

6.Y.2
Solution details

This solution proposes to modify the handling of CAG ID at idle to connected transitions on a CAG cell as follows:
-
UE sends the CAG ID in the initial NAS message as a non-cleartext IE 
-
NG-RAN node passes its supported list of CAG IDs along with the NAS message to the AMF

- 
The AMF checks whether the CAG-ID the UE is trying to access is on the list of CAG IDs supported by the NG-RAN Node and allowed to be accessed by the UE based on the subscription data.
Editor’s note: This revised functionality should be checked by SA2, SA3, RAN3 and CT1.

The solution has the advantage that the CAG-ID that the UE is accessing is sent in encrypted NAS signalling.
6.Y.3
Evaluation

TBD
**** END OF CHANGES ****

